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* IXplus

## If you have a CERN account
ssh -Y YOUR_CERN_ACCOUNT@Ixplus.cern.ch

 |CEPP UI
- http://lwww.icepp.jp./howtouse.html

## ICEPP login node (SL6)
ssh -Y YOUR_ICEPP_ACCOUNT@login.icepp.jp
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HZX(T : Docker (KD Grid Ul

(VT hwTILE THERAIEE
In RedHat Enterprise 6 (CentOS, SC|ent|f|c Linux)

## Installing Docker (as root)
yum install docker-io

## You many need a permission (as root)
chown root:dockerroot /var/run/docker.sock
service docker start

## Check you are in docker group
uid=500(gen) gid=500(gen) groups=500(gen),489(dockerroot)

## Make your Docker file
cat Dockerfile
FROM binet/cvmfs-atlas

# Replace user, group, uid, gid by your user in a local PC

RUN export uid=500 gid=500 user=atlas001 group=atlas001 && groupadd $group -g $gid && useradd $user -u $uid -g
$gid -d /home/$user -s /bin/bash

USER atlas001

ENV HOME /home/atlas001

## Building Docker container using CVMFS and ATLAS environments

docker build -t atlas-ui .

## Running Docker container
docker run -it -w /homel/atlas001 -v SHOME:/homel/atlas001 -v /tmp:/tmp atlas-ui /bin/bash
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* User certificate, proxy certificate, CA, Virtual
Organization (VO), VOMS, authentication,
authorization
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* User certificate, proxy certificate, CA, Virtual
Organization (VO), VOMS, authentication,
authorization
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Bob, an online merchant, decides to begin
Alice, a buyer, has bitcoins and wants to purchase merchandise from Bob.
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Cryptographic Hashes

Cryptographic hash functions.
transform a colisction of data ntoan
alphanurneric string with a fixed length,
called a hashvalue. Even tiny changes in
the original data drastically change the
resulting hazh value. And it's exsantially
impassible to predict which initial data set
will createa specific hash value,
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 Virtual Organization (VO), VOMS
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REERFR & VOMS
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- httpS //g ri d ca. ke kJ p/ Welcome to KEK GRID CA Web Repository

_ DIE EH = G) HY 7':,_ /f Web Enroll ( Only for Authorized Users )

Start Your Web Enrollment

Documents

User's Manual | Change History | CP/CPS

CERN

- https:/ica.cern.ch/ca/user/Request.aspx?template= |

(((((

CERN Certification Authority

= mmwmmm

Request a new certificate

@ This page will create a certificate request for you, and submit the request to the CERN Certification Authority.
&

1. Please make sure that "High Grade’ key strength is selected.

2. Click on the "Submit" button.

trength: | High Grade
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https://gridca.kek.jp/
http://www.icepp.s.u-tokyo.ac.jp/~sakamoto/education/atlasj/lcg/certificate/index.html
https://ca.cern.ch/ca/user/Request.aspx?template=EE2User

REERFR & VOMS

* VOMS top page

- https://voms2.cern.ch:8443/
» VOMS ATLAS (ATLAS VO DEK )

- https://voms2.cern.ch:8443/voms/atlas
« VOMS ATLAS 1—H'—

- https:/lIvoms2.cern.ch:8443/voms/atlas/services/VOMSCompatibility?method=getGridmapUsers&container=/atlas
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https://voms2.cern.ch:8443/
https://voms2.cern.ch:8443/voms/atlas
https://voms2.cern.ch:8443/voms/atlas/services/VOMSCompatibility?method=getGridmapUsers&container=/atlas
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» Software twiki tutorial

- https://twiki.cern.ch/twiki/bin/viewauth/AtlasComputing/SoftwareTutorialGettingDatasets
» Athena Docker setup

- https://twiki.cern.ch/twiki/bin/viewauth/AtlasComputing/AthenaMacDockerSetup
* Docker container for CVMFS

- https://github.com/sbinet/docker-containers/tree/master/cvmfs-atlas

» Binet, Sébastien, and Ben Couturier. "docker & HEP: Containerization of applications for
development, distribution and preservation." Journal of Physics: Conference Series. Vol.
664. No. 2. IOP Publishing, 2015.

— http://iopscience.iop.org/article/10.1088/1742-6596/664/2/022007/meta
« Nakamoto, Satoshi. "Bitcoin: A peer-to-peer electronic cash system." (2008).

« ATLAS-D meeting 2016 Grid/Rucio Tutorial, Gen Kawamura
« Athena Mac Docker

- https://twiki.cern.ch/twiki/bin/viewauth/AtlasComputing/AthenaMacDockerSetup
» ATLAS Software Tutorial, Feb 2016

- https://indico.cern.ch/event/465378/
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https://twiki.cern.ch/twiki/bin/viewauth/AtlasComputing/SoftwareTutorialGettingDatasets
https://twiki.cern.ch/twiki/bin/viewauth/AtlasComputing/AthenaMacDockerSetup
https://github.com/sbinet/docker-containers/tree/master/cvmfs-atlas
http://iopscience.iop.org/article/10.1088/1742-6596/664/2/022007/meta
https://twiki.cern.ch/twiki/bin/viewauth/AtlasComputing/AthenaMacDockerSetup
https://indico.cern.ch/event/465378/

Backup
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## Alias to initialization of VOMS proxy

alias vinit="voms-proxy-init --voms atlas -hours 200 --valid 200:00"

## Alias to setupCVMFS

setupCVMFS(K
export LCG_LOCATION=
export ATLAS_LOCAL_ROOT_BASE=/cvmfs/atlas.cern.chirepo/ATLASLocalRootBase
source SATLAS_LOCAL_ROOT_BASEl/user/atlasLocalSetup.sh ""

## Using EMI LCG package
source ${ATLAS_LOCAL_ROOT_BASE}/packageSetups/atlasLocalEmiSetup.sh --emiVersion ${emiVersionVal}

}

setupATLAS(){
export ATLAS_LOCAL_ROOT_BASE=/cvmfs/atlas.cern.chirepo/ATLASLocalRootBase
source SATLAS_LOCAL_ROOT_BASEl/user/atlasLocalSetup.sh ""

}

## Using CVMFS (with EMI LCG client tools)
SetupCVMFS

## Using ATLAS env
setupATLAS
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## Check important environment variables for your certificate
env | grep X509

## Generating a proxy certificate
export X509 _USER_CERT=~/.globus/usercert.pem
export X509 USER_KEY=~/.globus/userkey.pem

## Generate user certificate

## (usercert.p12 was already exported by your browser)
openssl pkcsl2 -clcerts -nokeys -in usercert.pl2 -out $X509_USER_CERT

## create a private certificate with passphrase
openssl pkcsl2 -nocerts -in usercert.pl2 -out $X509 USER_KEY

## Set permissions
chmod 644 $X509_USER_CERT
chmod 400 $X509_USER_KEY

## show enddate
openssl x509 -in $X509_USER_CERT -noout -enddate

## show if the certificate is valid
openssl verify -CApath $X509_CERT_DIR -purpose ssiclient $X509_USER_CERT

HI I 1 =
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## Generating a proxy
vinit

Enter GRID pass phrase for this identity:
Contacting voms2.cern.ch:15001 [/DC=ch/DC=cern/OU=computers/CN=voms2.cern.ch] "atlas"...
Remote VOMS server contacted succesfully.

voms2.cern.ch:15001: The validity of this VOMS AC in your proxy is shortened to 345600 seconds!

## Generating a proxy certificate without VO
grid-proxy-init
voms-proxy-info -all

# (it displays information without VO attributes)

## Generating a proxy certificate with VO (a normal use)
voms-proxy-init --voms atlas -hours 200
voms-proxy-info -all

# (it displays information with VO attributes)
## Using another role (if you have another)

voms-proxy-init -voms atlas:/atlas/de/Role=production
voms-proxy-info -all

19



JOF 2EERAZ DR3

c FRZERTHIL&D

## Check context of your certificate

## The proxy certificate has 3 fields (PK, New PK, New SK)
less Itmp/x509up_u$UID | grep '\-'

## Check X509 attribute
openssl x509 -in /tmp/x509up_u$UID -text | less

## Using a different proxy certificate

## (switch them if you have several ones)
mv -v [tmp/x509up_uSUID /tmp/x509_different_cert
export X509 _USER_PROXY=/tmp/x509_different_cert
voms-proxy-info -all
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